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Introduction:

Opportunity and risk come in pairs”, a quote widely used to describe business environment, sometimes
the entire life. If not managed proactively, risks may impact the realization of organization’s strategic and
operational objectives. Whether you are in a public or private business operations or developing new
projects, risks and opportunities are everywhere. Government sponsored social insurance systems are
not an exception, in the contrary, a wide-range of risks usually face such systems to ensure a sustainable
delivery of adequate services to the citizens while considering the variety of stakeholders in such business:
citizens as beneficial or contributor to the system, public entities, business owners, financial institutions
and others. Additionally, organizational or Enterprise risk management (ERM) is an increasingly required
from public offices by Auditing Authorities to ensure the compliance of public systems.

Aligned with the PMI Risk Management processes and the Institute for Risk Management (IRM) standard,
this course provides the skills to identify and measure risks. The course will employ hands-on practice on
how to quantify risks and create risk response strategies using risk modeling software such as Excel
Models or specialized risk management programs

e Learn the main concepts and philosophy of risk management

e Learn the types of risks in businesses and projects in General

e Learn the types of risks in public sector and government-sponsored insurance, especially in the
Gulf region (specific risks like demographic risks, employer risks, funding risks and regulatory
risks)

e Learn how to plan and prepare for risk management and identify the risks

e Learn and practice how to develop and update a Risk Register through a systematic incremental
process

e Learn how to analyze risks qualitatively and quantitatively

e Learn how to treat risks, plan and implement the right response for risk situations

e Learn how to monitor risks and respond to changes during the business cycle or a project.

Course Outline

Day One
OVERVIEW OF RISK MANAGEMENT

e Recognizing risk in all businesses
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e Introduction of the PMI’s Practice Standard for Risk Management © (USA) and the IRM’s Risk
Management Standard (UK)

e Benefits of having Enterprise Risk Management (ERM) in public sector and evolution of technology
to support ERM.

e Current challenges to Gulf Social Insurance systems according to local and international research.

Creating a Risk Management Plan (RMP)

e Analyzing contents of a model RMP
e Applying a standard template to create your RMP

Identifying Risks in Government Sponsored- Insurances

e Recognizing risk in Government Sponsored-Insurance

o  Workshop: What may go wrong in your business? The attendees shall draft risk statements
answering this question in different areas: Internal risks, financial risks, demographic risks,
regulatory risks, compliance risks, customer-related risks, socio-economic risks, business continuity
risks, strategic versus operational risks, fraud risks, data security / privacy risks, etc

Day Two
RISK IDENTIFICATION TOOLS

e Creating Ishikawa diagrams to analyze cause and effect relationships
e Utilizing checklists
e Assessing high-level risks to the organization

Developing a Risk Register

Analyzing contents of a model Risk Register

Applying a proven template to create your Risk Register
Communicating risks to stakeholders

Documenting risks for future assessment

RISK ASSESSMENT AND ANALYSIS THROUGH QUALITATIVE MEASURES

Performing probability and impact analyses of identified risk
Applying the probability and impact matrix

SWOT Analysis

FMEA / Fault Tree Analysis in business environment

Force Field Analysis

Prioritizing and Ranking risks and documenting them
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Day Three
QUANTIFICATION OF RISK EVENTS

e Determining probability of achieving business objectives
e (Calculating contingency reserves

Tools for analysis

e Expected Monetary Value (EMV)
e Decision tree analysis
e Introduction to Monte Carlo Simulation using Excel functions:
o Overview of excel functions for risk and financial analysis

o Time — Risk analysis
o Resource optimization techniques
o Cost — Risk analysis
o Stochastic forecasting
o Probabilistic cash flow
Day Four

RISK RESPONSE PLANNING / RISK TREATMENT

Planning and Implementing risk response strategies for negative and positive risks

Escalate

Accept

Avoid

Transfer

Mitigate

Exploit

Share

Enhance

Residual risks and secondary responses

Day Five
RISK GOVERNANCE

Risk Auditing in Government and Public Sectors

e Regulatory and Internal auditing
e Risk auditing process
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Identifying new emerging risks

e Matching identified risk with controls including Risk Audit, Variance Reports, Reserve Analysis
e Anticipating risk events through risk triggers

Ensuring effective change control

o Developing a reliable change request process
e Recommending corrective action

Training Method

* Pre-assessment

e Live group instruction

e Use of real-world examples, case studies and exercises

* Interactive participation and discussion

e Power point presentation, LCD and flip chart

e Group activities and tests

e Each participant receives a binder containing a copy of the presentation
e slides and handouts

e Post-assessment

Program Support

This program is supported by interactive discussions, role-play, and case studies and highlight
the techniques available to the participants.
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The course agenda will be as follows:

e Technical Session 08.30-10.00 am

e Coffee Break 10.00-10.15 am

e Technical Session 10.15-12.15 noon
e Coffee Break 12.15-12.45 pm

e Technical Session 12.45-02.30 pm

e Course Ends 02.30 pm

Course Fees*

e 3,600 USD
*VAT is Excluded If Applicable
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