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Introduction

An overview of activities, methods, methodologies, and procedures related to establishing sound

information security policies

The purpose of the course is to provide the attendees with an overview of the field of Information
Security from a management perspective. Students will be exposed to the spectrum of security
activities, methods, methodologies, and procedures. Coverage will include inspection and
protection of information assets, the management of risk, the detection of and reaction to
threats to information assets, and an overview of the Information Security Planning and staffing
functions.

At the end of the course the attendees will be able to:
1. Identify and prioritize information assets
Identify and prioritize threats to information assets
Define an information security strategy and architecture
Define risk management and its role in the organization
Plan for and respond to intruders in an information system
Present a disaster recovery plan for recovery of information assets after an incident
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Apply project management principles to an information security program.

Who Should Attend?

IT managers and directors, IT staff, IT security team,
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Course Outlines

DAY 1:
e Pre-exam assessment
e Information security concepts
e Align Information Security Strategy with Corporate Governance
e |dentify Legal and Regulatory Requirements
e Justify Investment in Information Security
e Obtain Senior Management Commitment to Information Security
e Define Roles and Responsibilities for Information Security
e Establish Reporting and Communication Channels

e Implement an Information Risk Assessment Process

e Determine Information Asset Classification and Ownership

e Conduct Ongoing Threat and Vulnerability Evaluations

e |dentify and Evaluate Risk Mitigation Strategies

e Integrate Risk Management into Business Life Cycle Processes
e Report Changes in Information Risk

e Information Security plan

e Security Technologies and Controls

e Coordinate Information Security Programs with Business Assurance Functions
e Estimate required resources

e Develop Information Security Architectures and policies

e Information Security Policies documentation

DAY 4:
e Manage Information Security Resources
e Enforce Information Security During Systems Development
e Maintain Information Security Within an Organization
e What is Information Security Advice and Guidance?
e What is Information Security Awareness and Training?
e Resolve Noncompliance Issues
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e Information Security Incident Response strategy

e Escalation Process

e Information security communication plan

e How to Manage Responses to Information Security Incidents
e Information Security Incident Investigation

e Post-exam assessment
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Training Method

¢ Pre-assessment

e Live group instruction

e Use of real-world examples, case studies and exercises
e Interactive participation and discussion

e Power point presentation, LCD and flip chart

e Group activities and tests

e slides and handouts

e Post-assessment

Program Support

This program is supported by interactive discussions, role-play, case studies and highlight the
techniques available to the participants.

The course agenda will be as follows:

e Technical Session 08.30-10.00 am

e Coffee Break 10.00-10.15 am

e Technical Session 10.15-12.15 noon
e Coffee Break 12.15-12.45 pm

e Technical Session 12.45-02.30 pm

e Course Ends 02.30 pm

Course Fees*

e 3,200 USD
*VAT is Excluded If Applicable
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